
Incident Response Plan
Are you ready?
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Incident Response back in the days… true story
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Joey Perry, CISM, CDPSE
IT Operations Manager

jperry@jaxenergy.com
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The good guys are way behind and the 
gap is exponentially growing
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What does a cyber incident look like?
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Why is it so hard ?

• Unknown area, fear of the unknown

• Intimidating figures

• Loss of control

• Multiple stakeholders

• Real management pressure

• Public interest

• No planning at all
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• Mistakes

• Disorder & chaos

• Acceleration & amplification of the situation losses 

Consequences
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So where do we start ?
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• Know yourself 

• What are your capabilities

• What is does your attack surface looks like

• Who should be part of an IR process

“Know your enemy and know yourself and you 
can fight a hundred battles without disaster”

(Sun Tzu)

• Who are your threat actors

• What are they after

• Your capabilities

• Your environment 

• Your tools

• Who should be part of an IR 
process
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Ransomware as a Service
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Create the plan
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Practice makes perfect

• Who should practice ?

• How to practice? 
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Continuously improve

• Validate the plan 

• Re-assess based on strategic industry incidents

• Re-assess based on the changing threat landscape

• Re-assess based on organizational changes

• Re-assess based on changing capabilities/tooling

• Test, test, test
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Remote working changes processes
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Normal Wiring Process

FinanceAC/IDM

1

2

1 Login

2 Credential to the Financial Sys.

3 Generate a new Wire

4 Manager’s approval (SoD)

5 Wire request sent

W Wire transfer

3

4

4 4

5

W
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Covid-19 changes

So Access to the Finance system 
blocked 

Offices closed

VPN access introduced new risks Bank’s employees working remote 

and ease their wire approval processes 

Users utilized emails for core processes  

FinanceAC/IDM
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New De facto wire process

1 OWA

2 Wire request though email

3 Internal approvals though emails 

4 Wire request sent

W Wire transfer

4

W

23

FinanceAC/IDM

1
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Resulted cyber incident 

1

1 Fraudulent Wire request though email, 
with fake approval processes text in 
the email body  

W Wire transfer

2

W

Credential Theft 2 Wire request email sent

FinanceAC/IDM
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Preparations !

• Appropriate tools

• Excellent IR team

• Supporting processes & procedures
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Sometimes it’s just not enough
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IR plan cannot be an isolated effort

• All security initiatives must work together to facilitate cyber resilience



Thank you
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Roles & Responsibilities
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